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3.14-4 Access to FAA Systems and Government-Issued Keys, Personal Identity Verification (PIV) cards,
and Vehicle Decals

(a) It may become necessary for the Government to grant access to FAA systems or issue keys, PIV cards,
vehicle decals, and/or access control cards to contractor employees. Prior to or upon completion or termination
of the work required hereunder, the contractor must return all such Government-issued items and submit a
request to terminate all user accounts on applicable FAA systems to the issuing office with notification to the
Contracting Officer's Technical Representative (COTR). When contractor employees who have been issued
such items are terminated or no longer required to perform the work, the Government-issued items must be
returned to the Government and a request submitted for the termination of FAA system access within three (3)
business days or upon termination of the contract or the employee. Improper use, possession or alteration of
FAA issued keys, PIV Cards and/or vehicle decals is subject to penalties under Title 18, USC 499, 506, 701, and
1030.

(b) In the event such keys, PIV Cards, or vehicle decals are lost, stolen, or not returned, the contractor
understands and agrees that the Government may, in addition to any other withholding provision of the contract,
withhold $250.00 to enter appropriate amount] for each key, PIV Card, and vehicle decal lost, stolen, or not
returned. If the keys, PIV Cards, or vehicle decals are not returned within 30 calendar days from the date the
withholding action was initiated, any amount so withheld must be forfeited by the contractor.

(c) Access to aircraft ramp/hangar areas is authorized only to those persons displaying a flight line identification
card and for vehicles, a current ramp permit issued pursuant to Title 49, Part 1542, Code of Federal Regulations.

(d) The Government retains the right to inspect inventory, or audit PIV Cards, keys, vehicle decals, and access
control cards issued to the contractor in connection with the contract at the convenience of the Government. Any
items not accounted for, to the satisfaction of the Government will be assumed to be lost and the provisions of
section (b) apply.

(e) Keys must be obtained from the COTR who will require the contractor to sign a receipt for each key
obtained. Lost or stolen keys, PIV Cards, vehicle decals, and access control cards must immediately be reported
concurrently to the Contracting Officer (CO), COTR, and Investigations and Internal Security Branch, ASO-
750A Tel: (404) 305-6770. Electronic keying cards are handled in the same manner as metal keys.

(f) Each contract employee, during all times of on-site performance at the Air Traffic Control Tower,
Tallahassee Florida must prominently display his/her current and valid PIV card on the front portion of his/her
body between the neck and waist. Each PIV card holder must not affix pins, stickers, or other decorations to the
PIV.

(1) Prior to any contractor employee obtaining a PIV Card or vehicle decals, the contract employee is required
to report in person to the SSE Registrar or an FAA designated trusted agent for fingerprinting, photographing,
and to submit their required investigation forms as described in AMS clause 3.14-2, Contractor Personnel
Suitability Requirements. The investigative forms must be submitted to Investigations and Internal Security
Branch, ASO-750A Tel: (404) 305-6770 by the contractor in a sealed envelope either hand carried by the
contractor or sent via U.S. mail to: Federal Aviation Administration, ATTN: Investigations and Internal
Security Branch, ASO-750A, 1701 Columbia Avenue, College Park, Georgia 30337. The SSE will review
the forms and approve interim suitability prior to the contract employee beginning work. When an interim is
granted by the SSE, the individual may begin work under escort until their OPM fingerprint check has been
returned and successfully adjudicated. Once the OPM fingerprint check has been successfully adjudicated, they
can then be badged. If the contract employee requires a PIV Card, the fingerprint check must be completed and
favorably adjudicated by the SSE prior to approval or issuance of the PIV card.

(2) To obtain the PIV Card, contractor employee must submit an identification Card/Credential Application
(DOT 1681) signed by the contractor employee and by the authorized trusted agent (when applicable) and also
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by the authorized sponsor to the CO or to the COTR. The DOT 1681 must contain, as a minimum, under the
"Credential Justification" heading, the name of the contractor/company, the contract number or the appropriate
acquisition identification number, the expiration date of the contract or the task (whichever is sooner), and the
required signatures. The contractor will be notified when the DOT 1681 has been approved and is ready for
processing by the Investigations and Internal Security Branch, ASO-750A. Arrangements for processing the
identification cards, including photographs and lamination can be made by the contacting the Contracting
Officer, 404-305-5724.

(3) The contractor must contact the SSE to obtain the procedures that the contractor's employees must utilize to
obtain their PIV Card.

(g) The contractor is responsible for ensuring final out-processing is accomplished for all departing contractor
employees. Final out-processing must be accomplished by close of business the final workday of the contractor
employee or the next day under special conditions. The SSE must be notified in writing and ensure that all FAA
media. including the PIV card, are returned to the SSE.

3.14-5 Sensitive Unclassified Information (SUI)

(a) Sensitive information must be restricted to specific contractors who:

(1) Have a need "to know" to perform contract tasks;

(2) Are authorized to receive the SUI;

(3) Meet personnel suitability security requirements to access sensitive information; and
(4) Successfully complete a Document Security Notice and SUI Request Form.

(b) The contractor must develop and implement procedures to ensure that sensitive information is handled in
accordance with FAA requirements and at a minimum, must address:

(1) Procedures for distributing, receiving, and retaining signed Document Security Notice and SUI Request
Forms from each subsequent recipient of the SUI (to include subcontractors, suppliers, etc.);

(2) Steps to minimize risk of access by unauthorized persons during business and non-business hours to include
storage capability:

(3) Procedures for safeguarding during electronic transmission (voice, data, fax) mailing or hand carrying;

(4) Procedures for protecting against co-mingling of information with general contractor data system/files;

(5) Procedures for marking documents with both the protective marking and the distribution limitation statement
as needed;

(6) Procedures for the reproduction of subject material;

(7) Procedures for reporting unauthorized access; and

(8) Procedures for the destruction and/or sanitization of such material.

(c) Federal Business Opportunities (FedBizOpps): Except for those items noted by the CO, SUI will be made
available to offerors through FedBizOpps. FedBizOpps provides a secure environment for the distribution of
SUT information to vendors.

(1) FedBizOpps can be found at www.fbo.gov.

(2) Vendors will utilize FedBizOpps to download SUI information (to include plans, specifications, equipment
specifications, etc.), or the vendor will utilize the site to download a request form to send to the CO for SUI
information unavailable in electronic formats.

(3) Before receiving access to the SUI information or forms, the offeror is required to electronically certify to
SUI policy and standards in FedBizOpps.

(4) As FedBizOpps uses the Central Contractor Registration (CCR) for a portion of the vendor authentication
process, offerors must be successfully register and designate a Marketing Partner Identification Number (MPIN)
in CCR (www.ccr.gov) prior to seeking access to SUI through FedBizOpps.

(5) Instructions and guides on usage of FedBizOpps can be found at www.fbo.gov.



